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1.3 Structure of the document 
 

The document is structured as follows: 

Section 1 serves as an introduction, providing the purpose and scope of the current 

deliverable, its structure and its relationship with other deliverables and other project work 

packages and tasks. 

Section 2 provides a detailed technical description of each tool included in the first version 

of the open toolkit. 

Section 3 presents the experimentation plan for the qualification of the toolkit on the 

network of TEFs and pilot sites. 

Finally, Section 4 summarizes the results presented in this deliverable and provides the 

final conclusions. 
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2 RE4DY Data Space and Toolware 
Catalogue: Technical Description 

This section offers a comprehensive description of the technical specifications of each 

tool incorporated within the first-generation digital continuum 4.0 open toolkit. Each entry 

in this collection provides a short description of the tool, information related to its input 

and output, its main information flows and its internal architecture. Furthermore, it 

describes any APIs that are or will be made available and provides information regarding 

the implementation of the tool, such as the programming languages, platforms and 

libraries used. This information serves as a basis for the integration actions that will turn 

this set of tools into a qualified digital continuum 4.0 open toolkit. 

2.1 Component Name: Knowledge Graph 
Visualization Environment 

2.1.1 Description 

The knowledge graph visualization environment aims to visualize knowledge graphs of 

different types and supports the presentation of flows and interconnected data (an 

example is supply chains). The JS/TypeScript components can present significant data 

volumes through interactive graphs. 

2.1.2 Input 

The input to the JS/TypeScript components is data formatted as JSON text and CSV. 

2.1.3 Output 

The output is an interactive graphical model describing knowledge graphs and/or flows 

the input data represents. 



https://react.dev/
https://vuejs.org/
https://headlessui.com/
https://tailwindcss.com/
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Backend: https://nextjs.org/, https://expressjs.com/ 

Graphics Programming: https://threejs.org/, https://deck.gl/, https://luma.gl/ 

2.1.8 Comments 

None 

2.2 Component name: Meta Repository 
Demonstrator 

2.2.1 Description 

The Meta Repository Demonstrator (MRD) is a management infrastructure for related data 

and meta-data for objects, knowledge resources, interconnectivity resources and 

relationships. MRD allows the management of a large type of information resources of 

different types and contents that can be extended over time to meet future challenges. 

The MRD can be used to demonstrate a simple Digital Twin management system during 

the RE4DY project. 

2.2.2 Input 

As a Digital Twin, the resources during the demonstration are manually added (option if 

needed - import of existing data) and linked to other relevant objects in the installation. 

Beyond industry-specific information types, data can be entered in the form of media, 

external links to web-based data, and external databases and services in specific cases. 

External data storage (measurement and time-series data) is an example of an external 

service. 

https://nextjs.org/
https://expressjs.com/
https://threejs.org/
https://deck.gl/
https://luma.gl/
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2.2.3 Output 

End-user web-based GUI for desktop systems (optionally, if time allows also mobile device 

GUI). Access to data via REST calls and direct database access calls is optional. The end-

user environment can act as an interface to other externally connected systems. Report 

and export functionalities. 

2.2.4 Information Flow 

MRD can be regarded as a resource hub architecture designed to effectively support 

large-scale P2P implementation, storing, and managing a multitude of data and 

information that can be linked freely between themselves and with data stored in external 

(also legacy) data. 

Inbound / Outbound DBs & Services Access

Services Access LayerOutbound Services Layer (REST / JSON / SOAP?)Services Access LayerApp Server Access Layer (HTML / JavaScript)

OntoTwin
DBs

Knowledge
Graph DB

Statistics 
DB

IDSA
(REST)

GAIA-X
(REST)

Mobile Devices Analysis Tools Knowledge Graph
Tools (DB / REST)

Meta-data
repositories, DBs

Desktop Computers

Application Servers

UX Management -
Processes,  Functions,
Database & Services

UI Management

Search Interfaces & Results Management 

Adaptors for data access - parallel databases &
services (including legacy data)

Dashboard GUI

Initial Support - FAIR Routines & Legal Ontologies

Interoperability

Figure 2: GUI of Meta Repository Demonstrator 
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2.2.5 Internal Architecture 

The system is separated into three main functionalities: database manager, application 

server and interconnected end-user devices of different types. 

2.2.6 API 

Beyond the end-user GUI devices of different types, the main APIs for access are REST and, 

in relevant cases, direct-controlled DB access or SOAP/XML. 

2.2.7 Implementation Technology 

End-user systems: webpage-based GUI for desktop and mobile devices, native 

applications for Android and iOS (mobile phones and tablets). 

REST access (JSON) 

Application server: Omnis Studio application server (omnis.net) for managing end-user 

devices and internal/external database and services access. 

Database server: PostgreSQL database server. Used for both core database systems and 

for supplementary/supporting databases such as Knowledge Graph (pgGraph), Vector 

(LLM) database (pgVector) and statistical support/time series database systems. 

2.2.8 Comments 

Omnis Studio was chosen as a development tool for application server environments and 

end-user systems due to its effective pilot development processes. The application server 

layer can later be developed in other development environments using the now-

developed system as a specification example. 
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2.3 Component Name: OCES - Ontology 
Commons EcoSystem 

2.3.1 Description 

An ecosystem of ontologies for cross-domain interoperability and knowledge 

management supporting more effective and trustworthy data and information exchange 

and interoperability in industrial settings. 

2.3.2 Input 

Structured and validated data to be tagged and registered into ontologies to prepare the 

data for improved interoperability and quality control. 

2.3.3 Output 

Data and information tagged and structured for improved interoperability, quality and 

usability in industrial processes. 

2.3.4 Information Flow 

Tools, methodologies, and approaches used in the OCES environment involving multiple 

tools and development processes are presented below. 

 

Figure 3: Tools, methodologies, and approaches of the OCES environment 
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expected to be updated during the life of the project.

 

Figure 5: Internal Architecture of the complete FPdM solution 

2.4.6 API 

Interfacing with the platform will be achieved by using APIs. The APIs which will be made 

available are currently in the development and finalization phase. Thus, additional 

information and an in-depth description will be provided on the upcoming revisions and 

updates. 

 



https://nifi.apache.org/


https://internationaldataspaces.org/publications/ids-ram/
https://github.com/bazaarvoice/jolt














https://international-data-spaces-association.github.io/DataspaceConnector/
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Figure 9: Architecture of RE4DY Data Transformation Services 

2.5.6 API 

To be defined in the updated version of the deliverable, namely D3.3 

2.5.7 Implementation Technology 

The combination of IDSA Connectors, Apache NiFi and JOLT for our custom data extraction 

component ensures that we have both a robust and scalable data extraction framework, 

as well as specialized capabilities for JSON data transformations. Apache NiFi offers us 

the infrastructure and environment to manage large-scale data flows, while JOLT provides 

the specificity and flexibility needed for JSON data manipulations. Together, they form a 

potent tech stack for our custom data extraction needs. 

2.5.8 Comments 

None  























https://www.tensorflow.org/
https://keras.io/
https://dalex.drwhy.ai/
https://angular.io/
https://akveo.github.io/ngx-admin/
https://www.chartjs.org/
https://www.docker.com/
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Specifically, the component will be specialized at least for the task of unsupervised 

clustering in order to identify classes of quality products. 

2.7.2 Input 

The component requires a series of datasets describing certain physical phenomena, 

where each data point must be described according to a feature vector defined by the 

domain owner. Ideally, classification of data points according to feature similarities should 

allow the data owner to clearly identify classes relevant to the required task (e.g., 

presence of classes of low quality parts in the case of production environments). 

2.7.3 Output 

The component provides a set of classes identified, on a node-by-node basis. 

2.7.4 Information Flow 

 

Figure 14: Information Flow 
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4. All edge nodes send their respective model weight updates to the central server. 

5. The server receives model updates from the selected client nodes and then 

aggregates these updates. This aggregation typically involves calculating the 

weighted average of the updates. 

6. Once the global update has been computed the central server sends the updated 

global model weights back to each node. 

7. Each edge node updates its local model with the new global weights received from 

the server. 

8. The process above is repeated for a specified number of rounds. 

9. After the training stage has been completed, model inference takes place until a 

trigger event initiates again the federated training process described above (e.g., 

data drift, new data available, etc.) 

10. Model inference results are stored in a database and visualized. 

 

Figure 16: Federated Learning System Architecture 

 









D3.2 First generation digital continuum 4.0 open toolkit 

 Horizon Europe Grant Agreement ID: 101058384 - Page 55 of 202 

2.9.4 Information Flow 

Note: the following diagrams are only examples. 

Aggregator and Participants Pipelines Preparation 

 

 

Figure 18: ALIDA FML application design steps example 

As shown by the sequence diagram above, the design of an FML application with ALIDA 

platform is summarized through the following main steps. 

1. The user logs in to ALIDA platform. 

2. If not already available from catalogue, the user defines and develops the BDA 

services accordingly to his/her needs for the Aggregator and Participants 

roles. 

3. The user uploads custom BDA services to ALIDA. 

4. At this point the user can design the pipeline for the Aggregator BDA 

application by simply dragging & dropping the BDA services needed, including 

those previously developed and uploaded. 

5. Likewise, the user can design the pipeline for the Participant BDA application.   

 











https://gitlab.alidalab.it/external/templates-bda-services
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Figure 21: NOVAAS - Overview 

 

 

Figure 22: NOVAAS - Dashboard 

 





https://industrialdigitaltwin.org/en/
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Figure 26: UML Diagram of the administrator adding a new eIDAS user to the system and the 
communication of the eIDAS management front-end, eIDAS API and eIDAS node. 

 

RE4DY Registration 

Registering begins through the RE4DY front-end application where the user is initially 

presented with an eIDAS login form to insert their eIDAS credentials. The credentials are 

sent from the front-end to the authentication back-end service and from there they are 

sent to the eIDAS node for authentication. If the credentials match with an existing eIDAS 

user, the eIDAS node returns an access token to the authentication back-end which is then 

forwarded to the front-end. This is where the involvement of the eIDAS component ends 

and the user is allowed to create their RE4DY account. 
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Figure 27: UML Diagram of the user registration process and the communication of the front-end, 
authentication back-end, Keycloak and eIDAS services. 

 

2.11.5 Internal Architecture 

For the facilitation of various operations of the eIDAS node, an eIDAS API has been 

implemented. This is because the eIDAS node does not use a database which means 

internal files need to be directly modified for its configuration as well as the registration of 

new eIDAS users. The eIDAS API may be used by the eIDAS Management Web UI for the 

creation of users or by the authentication back-end during the first stage of the RE4DY 

registration, which involves authenticating with eIDAS credentials. 
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2.11.8 Comments 

None. 

2.12 Component Name: F-UJI (FAIRsFAIR 
Research Data Object Assessment 
Service) 

2.12.1 Description 

F-UJI is a tool for data FAIRness assessment which provides the ability to specify a data 

set identifier (e.g. DOI, URL) in order to generate an evaluation based on the seventeen 

FAIRness principles released by GO FAIR. Optionally, a metadata service (OAI-PMH, SPARQL, 

CSW) endpoint URI may be provided as input to identify additional information about the 

data set. The assessment is automated, leveraging the metadata included with or 

embedded in the data set and providing a score as well as pass or fail statements for each 

metric. In the context of RE4DY, the tool will be utilized to programmatically assess the 

FAIRness of data sets as a means of compliance check and assurance. The functionality 

offered by F-UJI will be integrated with other tools and components. 

2.12.2 Input 

The F-UJI tool provides its FAIRness assessment services by implementing a REST API. 

Regarding the evaluation, the automated F-UJI tool requires an identifier of a data set, such 

as a DOI or a URL as input. It also provides an endpoint that accepts a metadata service 

(OAI-PMH, SPARQL, CSW) endpoint URI to fetch additional metadata of the data set to be 

assessed. The input may be provided either by an individual or another service in the 

RE4DY platform. Moreover, apart from the Python implementation of the tool, F-UJI has 

been integrated into a web demo which provides the evaluation output in a more human-

friendly format. 

2.12.3 Output 

Based on the metadata extracted from the dataset, the FAIRness assessment results are 

returned as a JSON object and include pass or fail statements and the score earned for 

each FAIRness metric. 

  

https://www.go-fair.org/fair-principles/
https://www.f-uji.net/
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2.12.4 Information Flow 

To evaluate the FAIRness of a dataset, it is possible to directly call the REST API offered by 

F-UJI using the URL of the dataset to be evaluated, as shown in the diagram below. The 

procedure is identical for the rest of the API endpoints offered by F-UJI. 

 

 

 

Figure 29: UML Diagram of the dataset evaluation process and the communication of a client service 
with the F-UJI component. 

 

2.12.5 Internal Architecture 

The F-UJI component utilizes a number of Python libraries to provide its functionality. 

Particularly, it uses rdflib and urllib to access network resources and extruct, tika and lxml 

to extract metadata from text of various file types. Finally, it uses Flask to implement and 

expose the API endpoints required for dataset evaluation and metadata harvesting. 

 











https://httpwg.org/specs/rfc9110.html#overview.of.status.codes
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2.13.4 Information Flow 

Creating a dataset 

A user may create a dataset by providing a dataset ID, a list of related dataset IDs and a 

number of dataset characteristics. Sending a transaction to the blockchain is required for 

such an operation. The tracking and management of the transaction lifecycle is the 

responsibility of the Fabric Gateway, which decouples the submission logic from the 

application where the transaction originates from. Initially, the client application sends a 

transaction proposal to the Fabric Gateway. The transaction proposal includes the name 

of the contract method to be invoked and optionally a number of arguments to the method. 

The Fabric Gateway forwards the transaction proposal to the Fabric Network. Peers in the 

Fabric Network execute the transaction locally to determine its validity according to the 

rules of the smart contract. If the transaction is valid, the peers endorse the transaction 

proposal. Depending on the policies agreed to by the members of the channel when the 

chaincode definition was approved, a certain number of endorsements are required. After 

the specified number of endorsements is collected, the Gateway submits the transaction 

and its endorsements and waits for commit status events. During this time, the new block 

which includes the transaction is propagated in the network and the peers validate all 

transactions included in it. When this happens, the transactions are committed to the 

ledger and the chain state is updated to reflect the changes made by these transactions. 

Finally, the Gateway offers the capability to access a minimal API for any client application 

to receive and handle chain code events.  
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Figure 31: UML Diagram of the product creation process starting from the client application to the 
low-level transaction validation procedures taking place in the Fabric Network 

Reading a dataset 

A user provides a dataset ID in order to retrieve information for the related dataset. The 

Gateway will invoke the smart contract method which queries the state of the chain. The 

method will be executed on one Fabric Network peer and the function result will be 

returned to the Gateway and then the client application. It is noted that the Gateway will 

prefer a peer which is part of the same organization as the Gateway peer and select the 

peer with the highest block height, meaning the peer with the most up to date state of the 

chain. Also, the Gateway will ultimately select a peer from a different organization if no 

other peer is available in its own.  
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Figure 32: UML Diagram of the invocation of the product reading method of the RE4DY chaincode from 
the client application to the Fabric Network and back. 

2.13.5 Internal Architecture 

The Fabric Network is composed of a number of peers running peer software to participate 

in it. 

The Fabric Gateway is a service running in every peer which offers the capability to use a 

minimal API for transaction submission. This facilitates the interaction with the Fabric 

Network as clients are not required to perform actions such as collecting transaction 

endorsements from other peers. Our Express.js application transacts with the Fabric 

Gateway and offers a single-entry point to the Fabric Network. Any client application as 

well as the authentication back-end may then interact with the chain using the Express.js 

application. 
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Figure 33: Internal architecture of the Hyperledger Fabric component and related services 

2.13.6 API 

The documentation of the Hyperledger Fabric component API is included in the Annex as 

a Swagger editor .yaml file. 

2.13.7 Implementation Technology 

In Hyperledger Fabric, chain code may be written either in the Go programming language, 

in JavaScript, using the node.js runtime environment and in Java. We have opted for 

JavaScript due to its ease of use and its large popularity in the Hyperledger Fabric 

community.  Furthermore, there are application Software Development Kits (SDKs) 

available in JavaScript, Java, Python and Go. We will develop an application using 

Express.js which will implement an API that will provide an entry point to our Hyperledger 

Fabric blockchain network by interacting with it through the Fabric Gateway. In particular it 

will be used to invoke contract methods which encompass Create, Read, Update, Delete 

(CRUD) operations for datasets and related data structures. 

Hyperledger Fabric peer software is offered as a collection of Docker images and helper 

scripts which may be used to set up and connect to a private Fabric network, deploy smart 

contracts, invoke chain code methods, or query the chain state. Peer software is required 

for each participating node. Moreover, we have created new auxiliary scripts to facilitate 

development. In particular, we developed a Bash script for redeploying a certain smart 

contract without being forced to destroy and recreate the chain and a script for sending 

transactions as certain peers to simulate transactions from different users or users of 

different organizations. 
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Figure 34: UML Diagram of the registration process and the communication of the front-end, 
authentication back-end, Keycloak and eIDAS services. 

Login 

The login procedure commences through the RE4DY front-end application where the user 

is presented with a login form where they are able to insert their username and password. 

Upon submitting the credentials, a request is sent to the authentication back-end, which 

communicates with Keycloak in order to determine whether the user exists and the 

credentials for the given username are valid. Upon successful authentication, an access 

token is returned to the back-end and propagated to the front-end, which allows the user 

to access the RE4DY application. 
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2.14.7 Implementation Technology 

Keycloak is open-source software which may be installed and executed on bare metal, on 

a virtual machine, as well as in a containerized manner using Docker and Kubernetes. We 

have opted for a container-based approach for all the services comprising the 

authentication back-end of the RE4DY platform, including Keycloak. Therefore, Docker is 

installed on a virtual machine running the CentOS 7 Linux operating system and the 

Compose plugin is used to orchestrate the deployment of the necessary services. We use 

the official Keycloak Docker image as a base for our Keycloak instance. 

Keycloak supports the usage of integration APIs for a number of programming languages. 

In RE4DY, the integration of the other back-end services with the authentication and 

authorization functionality provided by Keycloak is performed using its Java API. 

Furthermore, a PostgreSQL database, deployed as a Docker container, is used by the 

Keycloak container as storage for the realm configuration and user data. Through the 

Admin Console, we have created the re4dy realm which encompasses the RE4DY user base 

and a client named re4dy-login, to be used for user registration and login through the 

RE4DY dashboard. 

2.14.8 Comments 

None. 

2.15 Component Name: IPscreener 
2.15.1 Description 

With IPscreener, it is made possible for non-IP professionals to explore and understand 

the knowledge hidden in patents. The AI performs a semantic analysis from a text input 

and presents an instant dashboard of the related word-wide innovation landscape. The 

overview presents related trends, identifying similar documents revealing similar content 

and assisting the reading procedure by highlighting key terms and prioritising the most 

relevant text paragraphs to read first. The platform also enables online collaboration and 

reporting on results, which train the AI model to perform better on consecutive iterations 

and searches within a case. As a general overview, the IPscreener shows smarter ways to 

validate and improve ideas by avoiding re-inventing, speeding up research time, 

minimising dependences on competitor rights and assisting in better understanding 

related market and research trends on related activities. 
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The latest official documentation on IPscreener APIs with access instructions, example 

queries and data fetching procedures is accessible via: 

https://docs.ipscreener.com/developer 

 

IPscreener Implementation Technology 

The IPscreener platform consists of a network of interconnected Docker containers. With 

the high-level system of Docker engines, the infrastructure may be hosted either in a 

cloud environment or in local setup on physical/virtual servers.  

The backbone configuration is entirely built on 20+ API endpoints to provide real time 

services between internal system resources and functional modules as well as to to 

external service points. The storage nodes are hosting both warm and cold data instances, 

comprising a mix from client specific data and adaptions to the 100+ world-wide millions 

patent records being processed. The database use relates to the service function and 

processing function, and some major systems used are SQL-servers, Redis, Elasticsearch 

and Lucene/Solr. 

The backend information retrieval system includes a multiplicity of pre-trained and on-

the-fly adapted Machine Learning models, supported by Python libraries and languages 

frameworks such as SVM, BM25, Tensor flow, BART, BERT, GPT and other LLM models. 

2.15.5 General Comments 

The IPscreener platform is operating both as a WEB-service and as a REST access point. 

Data points as well as GUI/UX components are accessible, for end usage or for integration, 

via both access options. 

2.16 Component Name: Incident Detection 
2.16.1 Description 

The Incident Detection component acquires monitoring awareness from all the events 

received from the monitored endpoints: authentication errors, software/malware 

installation, real time file monitoring (looking for unauthorized modifications), network 

attacks, privilege escalation, or others that can be configured. Incident detection 

monitoring also normalizes all the info received to prepare it for the next phase.  

This component provides cybersecurity functionality to RE4DY endpoints and enables the 

detection of the events described above, both endpoints as component running. 

https://docs.ipscreener.com/developer
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2.16.2 Input 

The Incident Detection communicates with the agents in the monitored endpoints to get 

the information about all the events registered, such as authentication errors, 

software/malware installation, real time file monitoring (looking for unauthorized 

modifications), network attacks, privilege escalation, or others that can be configured. 

The incident detection component is integrated by the agent and the server: 

1) Agent: Running in the endpoint, is in charge of collecting all the information from 

the different logs in the endpoints and other components and sends them to the 

server. 

2) Incident detection: Collects all logs received from the agents in the network. 

The agent running in each endpoint must be enrolled in the server and for that it is needed 

to change the configuration in the ossec.conf file, as showed in Figure 38, and restart the 

service. 

 

 

Output 

The Incident detection provides to the next step, Incident Response, the alerts normalized 

and orchestrated to provide an easy way to get a response to be implemented as fast as 

possible. 

 

 

 

 

 

 

 

 

 

Figure 38: ossec.conf file configuration example 
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2.16.3 Output 

The incident detection component communicates with the incident response component 

and sends all the normalized alerts detected to be treated. For each alert or incident a 

JSON file will be generated as the following one: 

{ 
  "_index": "wazuh-alerts-4.x-2023.02.27", 
  "_type": "_doc", 
  "_id": "9q8DlIYBeKdNQkVPVHDn", 
  "_version": 1, 
  "_score": None, 
  "_source": { 
    "input": { 
      "type": "log" 
    }, 
    "agent": { 
      "ip": "192.168.15.112", 
      "name": "RE4DY agent 1", 
      "id": "005" 
    }, 
    "manager": { 
      "name": "wazuh-manager" 
    }, 
    "data": { 
      "srcip": "192.168.15.177", 
      "in_iface": "enp0s3", 
      "src_ip": "192.168.15.186", 
      "src_port": "6443", 
      "event_type": "alert", 
      "alert": { 
        "severity": "3", 
        "signature_id": "2210046", 
        "rev": "2", 
        "gid": "1", 
        "signature": "SURICATA STREAM SHUTDOWN RST invalid ack", 
        "action": "allowed", 
        "category": "Generic Protocol Command Decode" 
      }, 
      "tls":{ 
          "version":"TLS 1.3", 
          "ja3":{ 
              "hash":"89be98bbd4f065fe510fca4893cf8d9b", 
              "string":"771,49199-49200-49195-49196-52392-52393-
49171-49161-49172-49162-156-157-47-53-49170-10-4865-4867-4866,5-10-
11-13-65281-18-43-51,29-23-24-25,0" 
          }, 
          "ja3s":{ 
              "hash":"f4febc55ea12b31ae17cfb7e614afda8", 
              "string":"771,4865,43-51" 
          } 
           
      }, 
      "app_proto":"tls", 
      "flow_id": "1331957630929130.000000", 
      "dest_ip": "192.168.15.177", 
      "proto": "TCP", 
      "dest_port": "48580", 
      "flow": { 
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        "pkts_toserver": "18", 
        "start": "2023-02-27T01:54:58.624874+0000", 
        "bytes_toclient": "5318", 
        "bytes_toserver": "2212", 
        "pkts_toclient": "17" 
      }, 
      "timestamp": "2023-02-27T01:59:53.111013+0000" 
    }, 
    "rule": { 
      "firedtimes": 1, 
      "mail": True, 
      "level": 12, 
      "description": "DoS attack has been detected.", 
      "groups": [ 
        "custom_active_response_rules" 
      ], 
      "mitre": { 
        "id": [ 
          "T1498" 
        ], 
        "tactic": [ 
          "Impact" 
        ], 
        "technique": [ 
          "Network Denial of Service" 
        ] 
      }, 
      "id": "100200" 
    }, 
    "location": "/var/log/suricata/eve.json", 
    "decoder": { 
      "name": "json" 
    }, 
    "id": "1677463193.114738", 
    "full_log": "{\"timestamp\":\"2023-02-
27T01:59:53.111013+0000\",\"flow_id\":1.33195763092913e+15,\"in_ifac
e\":\"enp0s3\",\"event_type\":\"alert\",\"src_ip\":\"192.168.15.186\
",\"src_port\":6443,\"dest_ip\":\"192.168.15.177\",\"dest_port\":485
80,\"proto\":\"TCP\",\"alert\":{\"action\":\"allowed\",\"gid\":1,\"s
ignature_id\":2210046,\"rev\":2,\"signature\":\"SURICATA STREAM 
SHUTDOWN RST invalid ack\",\"category\":\"Generic Protocol Command 
Decode\",\"severity\":3},\"tls\":{\"version\":\"TLS 
1.3\",\"ja3\":{\"hash\":\"89be98bbd4f065fe510fca4893cf8d9b\",\"strin
g\":\"771,49199-49200-49195-49196-52392-52393-49171-49161-49172-
49162-156-157-47-53-49170-10-4865-4867-4866,5-10-11-13-65281-18-43-
51,29-23-24-
25,0\"},\"ja3s\":{\"hash\":\"f4febc55ea12b31ae17cfb7e614afda8\",\"st
ring\":\"771,4865,43-51\"}},\"app_proto\":\"tls\", 
\"flow\":{\"pkts_toserver\":18,\"pkts_toclient\":17,\"bytes_toserver
\":2212,\"bytes_toclient\":5318,\"start\":\"2023-02-
27T01:54:58.624874+0000\"}}", 
    "timestamp": "2023-02-27T01:59:53.809+0000" 
  }, 
  "fields": { 
    "data.timestamp": [ 
      "2023-02-27T17:54:49.468Z" 
    ], 
    "timestamp": [ 
      "2023-02-27T17:54:49.909Z" 
    ] 
  }, 
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GET Basic information such as 

version, compilation date, 

installation path 

{SIEM}/manager/info 

GET Return the status of the 

monitoring server 

{SIEM}/manager/status 

 

2.16.7 Implementation Technology 

Wazuh is open-source software which can be installed and executed on bare metal, on a 

virtual machine, as well as in containerized manner using Docker or Kubernetes. We have 

chosen the container-based approach for all services related to incident detection in the 

RE4DY platform. Therefore, Docker is installed on a virtual machine running Ubuntu 22.04 

Linux OS and the compose plugin is used to orchestrate the deployment of the necessary 

services. We use the official Wazuh Docker image as base for our Incident Detection 

instance. 

2.16.8 Comments 

The Incident Detection component will be integrated with the Incident Response 

component. 

2.17 Component Name: Incident Response  
2.17.1 Description 

The Incident Response component receives all the alerts from the Incident Detection 

component and creates a security case to perform a treatment and mitigation process. 

Information received can be enriched from other sources related to the original alert. Once 

the information is ready, with the incident response tool it is possible to orchestrate 

different kinds of actions, such as automated responses like introducing a condition such 

as a firewall drop rule in the monitored endpoint. Other orchestrated actions are possible 

such us notifications to third party applications like ticketing systems, email or instant 

messaging applications.  

2.17.2 Input 

The incident response communicates with incident detection and can communicate with 

other information sources to enrich the cases and offer a better understanding of the 
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response given to the system. The alert or incident received from the Incident Detection 

component is in JSON format: 

{ 
  "_index": "wazuh-alerts-4.x-2023.02.27", 
  "_type": "_doc", 
  "_id": "9q8DlIYBeKdNQkVPVHDn", 
  "_version": 1, 
  "_score": None, 
  "_source": { 
    "input": { 
      "type": "log" 
    }, 
    "agent": { 
      "ip": "192.168.15.112", 
      "name": "RE4DY agent 1", 
      "id": "005" 
    }, 
    "manager": { 
      "name": "wazuh-manager" 
    }, 
    "data": { 
      "srcip": "192.168.15.177", 
      "in_iface": "enp0s3", 
      "src_ip": "192.168.15.186", 
      "src_port": "6443", 
      "event_type": "alert", 
      "alert": { 
        "severity": "3", 
        "signature_id": "2210046", 
        "rev": "2", 
        "gid": "1", 
        "signature": "SURICATA STREAM SHUTDOWN RST invalid ack", 
        "action": "allowed", 
        "category": "Generic Protocol Command Decode" 
      }, 
      "tls":{ 
          "version":"TLS 1.3", 
          "ja3":{ 
              "hash":"89be98bbd4f065fe510fca4893cf8d9b", 
              "string":"771,49199-49200-49195-49196-52392-52393-
49171-49161-49172-49162-156-157-47-53-49170-10-4865-4867-4866,5-10-
11-13-65281-18-43-51,29-23-24-25,0" 
          }, 
          "ja3s":{ 
              "hash":"f4febc55ea12b31ae17cfb7e614afda8", 
              "string":"771,4865,43-51" 
          } 
           
      }, 
      "app_proto":"tls", 
      "flow_id": "1331957630929130.000000", 
      "dest_ip": "192.168.15.177", 
      "proto": "TCP", 
      "dest_port": "48580", 
      "flow": { 
        "pkts_toserver": "18", 
        "start": "2023-02-27T01:54:58.624874+0000", 
        "bytes_toclient": "5318", 
        "bytes_toserver": "2212", 
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        "pkts_toclient": "17" 
      }, 
      "timestamp": "2023-02-27T01:59:53.111013+0000" 
    }, 
    "rule": { 
      "firedtimes": 1, 
      "mail": True, 
      "level": 12, 
      "description": "DoS attack has been detected.", 
      "groups": [ 
        "custom_active_response_rules" 
      ], 
      "mitre": { 
        "id": [ 
          "T1498" 
        ], 
        "tactic": [ 
          "Impact" 
        ], 
        "technique": [ 
          "Network Denial of Service" 
        ] 
      }, 
      "id": "100200" 
    }, 
    "location": "/var/log/suricata/eve.json", 
    "decoder": { 
      "name": "json" 
    }, 
    "id": "1677463193.114738", 
    "full_log": "{\"timestamp\":\"2023-02-
27T01:59:53.111013+0000\",\"flow_id\":1.33195763092913e+15,\"in_ifac
e\":\"enp0s3\",\"event_type\":\"alert\",\"src_ip\":\"192.168.15.186\
",\"src_port\":6443,\"dest_ip\":\"192.168.15.177\",\"dest_port\":485
80,\"proto\":\"TCP\",\"alert\":{\"action\":\"allowed\",\"gid\":1,\"s
ignature_id\":2210046,\"rev\":2,\"signature\":\"SURICATA STREAM 
SHUTDOWN RST invalid ack\",\"category\":\"Generic Protocol Command 
Decode\",\"severity\":3},\"tls\":{\"version\":\"TLS 
1.3\",\"ja3\":{\"hash\":\"89be98bbd4f065fe510fca4893cf8d9b\",\"strin
g\":\"771,49199-49200-49195-49196-52392-52393-49171-49161-49172-
49162-156-157-47-53-49170-10-4865-4867-4866,5-10-11-13-65281-18-43-
51,29-23-24-
25,0\"},\"ja3s\":{\"hash\":\"f4febc55ea12b31ae17cfb7e614afda8\",\"st
ring\":\"771,4865,43-51\"}},\"app_proto\":\"tls\", 
\"flow\":{\"pkts_toserver\":18,\"pkts_toclient\":17,\"bytes_toserver
\":2212,\"bytes_toclient\":5318,\"start\":\"2023-02-
27T01:54:58.624874+0000\"}}", 
    "timestamp": "2023-02-27T01:59:53.809+0000" 
  }, 
  "fields": { 
    "data.timestamp": [ 
      "2023-02-27T17:54:49.468Z" 
    ], 
    "timestamp": [ 
      "2023-02-27T17:54:49.909Z" 
    ] 
  }, 
  "highlight": { 
    "rule.id": [ 
      "@kibana-highlighted-field@100201@/kibana-highlighted-field@" 
    ] 



D3.2 First generation digital continuum 4.0 open toolkit 

 Horizon Europe Grant Agreement ID: 101058384 - Page 101 of 202 

  }, 
  "sort": [ 
    1677520489908 
  ] 
} 

 

2.17.3 Output 

The Incident Response provides outputs to different systems, such as a firewall (firewall 

drop rule in a monitored endpoint), ticketing systems, email or instant messaging 

applications. The following figure shows an example of a published response message in 

MS Teams: 
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Figure 41: Incident response: Teams publication respnse example 
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Incident Detection will update information on a GUI so that the admin user can see the 

status of the agents and the alert/incident information. 

2.17.5 Internal Architecture 

 

Figure 43: Incident response component architecture 

Figure 43 shows how the different blocks are connected in the component. The left side 

shows the incident detection component, which sends the generated incident reports to 

the incident response component. 

The right side shows the incident response component which collects the incident reports 

generated in the previous step and assesses them to finally generate a response to the 

incident. 

2.17.6 API 

METHOD DESCRIPTION ENDPOINT 

POST Authenticate an 

user and get 

session cookie 

{SOAR}/api/v1/login 

POST Create an 

organisation 

{SOAR}/api/v1/organisation 
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GET List all user profiles {SOAR}/api/v0/profile 

POST Create a new profile {SOAR}/api/v0/profile 

GET Get information of 

the given profile 

{SOAR}/api/v0/profile/{profile} 

PATCH Update profile {SOAR}/api/v0/profile/{profile} 

DELETE Remove the profile {SOAR}/api/v0/profile/{profile} 

POST Create a new user {SOAR}/api/v1/user 

GET Show information of 

the current user 

{SOAR}/api/v1/user/current 

GET Show information of 

the given user 

{SOAR}/api/v1/user/{user} 

PATCH Update information 

of the given user 

{SOAR}/api/v1/user/{user} 

DELETE Remove an user {SOAR}/api/v1/user/{user}/force 

POST Set the user 

password 

{SOAR}/api/v1/user/{user}/password/set 

POST Change the user 

password 

{SOAR}/api/v1/user/{user}/password/change 

GET Get the user API key {SOAR}/api/v1/user/{user}/key 

DELETE Remove the user 

API key 

{SOAR}/api/v1/user/{user}/key 

POST Renew the user API 

key 

{SOAR}/api/v1/user/{user}/key/renew 

 

2.17.7 Implementation Technology 

TheHive is open source software which can be installed and executed on bare metal, on a 

virtual machine, as well as in a containerized manner using Docker or Kubernetes. We have 

chosen the container-based approach for all services related to incident response in the 

RE4DY platform. Therefore, Docker is installed on a virtual machine running Ubuntu 22.04 
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Linux OS and the compose plugin is used to orchestrate the deployment of the necessary 

services. We use the official TheHive Docker image as the base for our Incident Response 

instance. 

2.17.8 Comments 

This component will be integrated with the Incident Detection component. 

2.18 Component Name: Create MyVirtual 
Machine 

2.18.1 Description 

Create MyVirtual Machine is a virtual CNC system that simulates a SINUMERIK ONE on a 

user PC. The hardware components of the control are modeled as software components 

and represent a complete image of a real CNC. With Create MyVirtual Machine, a user can 

develop and test the next control generation in the development phase of a CNC machine, 

or NCK, PLC and HMI software without requiring any hardware. Parts of the machine 

commissioning are preconfigured on the virtual model. It is possible to shorten the 

commissioning time of the real machine by configuring the system using the virtual model. 

Furthermore, the created machine projects can be made available by Create MyVirtual 

Machine for processing in Run MyVirtual Machine for work preparation. Create MyVirtual 

Machine includes Create MyVirtual Machine /Operate, Create MyVirtual Machine /Open and 

Create MyVirtual Machine /3D. 

Create MyVirtual Machine /Operate contains the TIA Portal data file for configurating the 

PLC, HMI, and the Numeric Controller. All these components represent the physical 

components and provide all functionalities from the real products. With Create MyVirtual 

Machine /Open the user can connect further applications to Create MyVirtual Machine. 

Create MyVirtual Machine /3D demonstrates a visual simulation of the machine and 

workpiece where the user can test visually how the system will run in the operating 

system. 

As part of the RE4DY project, Create MyVirtual Machine will be used in the GF and Fraisa 

pilot. With Create MyVirtual Machine, the physical machine (Mill P 800 U S) from GF will be 

virtually created. This includes the 3D simulation of the real machine, the implementation 

of the control code and the virtual numerical code. This setup is necessary to build the 

digital twin of the real machine. 
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2.18.2 Input 

Create MyVirtual Machine /Operate 

The operation of a Create MyVirtual Machine corresponds to that of a real control 

equipped with a SINUMERIK Operate user interface and machine control panel. Therefore, 

Create MyVirtual Machine simulates the peripherals through direct reading and writing in 

the PLC I/O image. Parts of the PLC I/O image are also used for internal communications. 

Create MyVirtual Machine /Operate allows the user to control the virtual machine like a real 

physical machine. To do this, the virtual machine must first be created using STL data and 

a TIA project data file. 

Create MyVirtual Machine /Open 

The Open Interface with Create MyVirtual Machine /Open allows external applications to 

control the Create MyVirtual Machine system and to communicate at runtime. The Create 

MyVirtual Machine application can be started, operated, and stopped by other 

applications. To do this, the virtual machine must first be created using STL data and a TIA 

project data file. 

Create MyVirtual Machine /3D 

Create MyVirtual Machine visualizes the machining process and machine movements by 

means of a 3D simulation. A user can simulate the processing of NC programs in 

AUTOMATIC mode, for example, or manual traversing movements and tool changes in JOG 

mode. To do this, the virtual machine must first be created using STL data and a TIA project 

data file.  
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2.18.3 Output 

Create MyVirtual Machine allows the user to develop and test the control in the 

development phase of a CNC machine or NCK, PLC and HMI software without the need for 

hardware. Create MyVirtual Machine simulates the virtual machine and tests the 

functionality of the hardware. This is used to analyze and optimize the engineering. On the 

one hand, while the virtual machine is running in Create MyVirtual Machine, the user gets 

transparency about the engineering, which he can use for optimization. On the other hand, 

data from the virtual controllers is available, which can be made available for other 

applications. 

2.18.4 Information Flow 

Installation and configuration 

 

Figure 44: Installation and configuration 

The installation of the Create MyVirtual Machine application is necessary to create and 

build the virtual machine of an existing real machine. To create the virtual machine, input 

files such as STL-data for a 3D simulation are required. Also, a TIA project data file is 

needed, which contains information like numerical control code or control code. After 

successful creation of the virtual machine, the virtual machine can be exported as a .VCP 

file to be used in Run MyVirtual Machine. 
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Virtual operate 

 

Figure 45: Virtual operate 

The virtual machine can be run within Create MyVirtual Machine. A user can run, simulate, 

configure, and analyze the virtual machine within the application. To do this, the user must 

import or run the .VCP data file from Create MyVirtual Machine. Simulation-related data is 

generated during runtime. This data can be used for analysis and optimization and can 

also be made available for other applications for analysis and optimization. 

2.18.5 Internal Architecture 

 

Figure 46: Internal Architecture 



https://support.industry.siemens.com/cs/attachments/109817568/AppNote_Run_MyVirtual_Machine_Open_en.pdf
https://support.industry.siemens.com/cs/attachments/109817568/AppNote_Run_MyVirtual_Machine_Open_en.pdf
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In the so-called data mapping, users assign the data points of their physical asset (data 

source in MindConnect Lib) to those of the virtual asset (data structure in the asset 

manager). Only after the asset is mapped with a real (physical) asset, the data is stored in 

the Insights Hub cloud. 

Application installation 

 

Figure 51: Application installation 

A user can install the Energy Manager application within the Insights Hub cloud platform. 

Within the application the user can add all data points needed. During operation the 

Energy Meter will generate data that can be transferred and submitted by a gateway such 

as the IoT2050. The data can be accessed for example within the Insights Hub cloud 

platform. 

Operation visualization 
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Figure 52: Operation visualization 

The data, generated by the Energy Meter, can be made available by using a gateway such 

as the IoT2050. Within the Insights Hub cloud platform, a user can visualize the data by 

using the possibility of creating dashboards. This allows users to analyze and optimize 

the operation of the connected asset. 

Operation analyzation 

 

Figure 53: Operation analyzation 

The data, generated by the Energy Meter, can be made available by using a gateway such 

as the IoT2050. Within the Insights Hub cloud platform, a user can analyze the data. This 

allows to optimize the operation of the connected asset. 
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2.19.5 Internal Architecture 

 

Figure 54: Internal Architecture 

At factory level various assets can be connected to the Energy Manger. By using gateways 

such as MindConnect IoT2050 data can be transferred to further applications. The 

available data can be analyzed and visualized at cloud level or user preferred 

applications. 

Scalability 

By simply adding more assets and connecting them to Insights Hub, energy data can be 

monitored on different sites. This brings the advantage of fast and easy scalability. 
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Further information: 

https://documentation.mindsphere.io/resources/pdf/visual-flow-creator-en.pdf 

2.19.7 Implementation Technology 

Licenses: 

SIMATIC Energy Manager 

The SIMATIC Energy Manager is provided as a cloud-based Application, which we have 

implemented in Insights Hub. The main goal is to visualize energy data from any kind of 

energy source.  

 

As a Gateway, for example Mindconnect IoT2050, is used for the connectivity to the 

Insights Hub. The IoT2050 collects the data from smart meters or any other system with a 

previously described interface and sends it to the cloud (Insights Hub). For the application 

a smart meter with Modbus TCP is used to provide the energy data to the gateway. Due to 

the easy integration of the devices, no programming skills are needed. We used the 

MindConnect Library to connect the physical asset with the virtual asset in the cloud. 

Insights Hub provides additional Apps, like VisualFlowCreator (Node Red) to consolidate 

the data before the visualization with Energy Manager is done. After integration of the 

energy data in the cloud, we have implemented different dashboards to visualize the 

consumption. 

2.19.8 Comments 

None. 

https://documentation.mindsphere.io/resources/pdf/visual-flow-creator-en.pdf
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Figure 56: Application installation 

 

An edge hardware such as Siemens SIMATIC IPC427E is required, on which users can install 

multiple applications. Cloud platforms such as Siemens Insights Hub can be used to install 

and configure applications at the edge hardware. After successful installation and 

configuration of the application, data can be submitted from a machine to the installed 

application. 

Application operation 

 

Figure 57: Application operation 

The controller of a machine exchanges data with the edge hardware. This data can then 

be used to analyze and optimize the operation mode of the machine. Furthermore, the data 

can be made available for the user either by the cloud platform or edge APIs. 
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Application update 

 

Figure 58: Application update 

The installed application on the edge hardware can be updated. Cloud platforms such as 

Siemens Insights Hub can be used to update applications. As soon as the update process 

is done successfully, data can be submitted again from a machine to the installed and 

updated application.  



https://developer.siemens.com/apis.html?productLine=Industrial+Edge












https://docs.plm.automation.siemens.com/data_services/resources/nx/10/nx_api/en_US/custom/nxopen_python_ref/NXOpen.CAM.html
https://docs.plm.automation.siemens.com/data_services/resources/nx/10/nx_api/en_US/custom/nxopen_python_ref/NXOpen.CAM.html
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Run MyVirtual Machine /Open is an additional option to Run MyVirtual Machine /Operate. 

Run MyVirtual Machine /Open can be used to include external software applications such 

as a user machine room simulation. 

Run MyVirtual Machine /3D 

Run MyVirtual Machine /3D is an additional option to Run MyVirtual Machine /Operate. This 

option extends Run MyVirtual Machine /Operate with an integrated 3D machining and 

material removal simulation. This allows the user to visually evaluate machine movements 

and verify collision-free operation. With the material removal simulation, the machining of 

workpieces can be tested in advance by simulation. The 3D simulation is also ideal for 

training setup procedures and running machines on a virtual model without exposure to 

any risks whatsoever. 

2.22.3 Output 

Run MyVirtual Machine /Operate 

Checking the NC program ensures machine instructions are error-free. Furthermore, 

estimating machining time aids production planning and it helps OEM applications on the 

HMI optimizing machine operations. It also contains a postprocessor verification to ensure 

the code compatibility.  

Run MyVirtual Machine /Open 

The .Net/C++ programming interface provides a powerful foundation for creating 

automation solutions. Leveraging this interface, the realization of test automation 

becomes efficient and adaptable, enabling comprehensive testing across diverse 

applications. Its flexibility allows seamless integration into existing 3D simulation 

environments, enhancing their capabilities and accuracy and providing an open 

environment for running a 3D simulation. 

Run MyVirtual Machine /3D 

Simulation is instrumental in the manufacturing process, particularly in NC program 

verification with kinematics simulation, where it enables a virtual test to run machining 

operations, ensuring precision and accuracy. Collision detection, a key element of this 

simulation, serves as a safety net by identifying potential clashes between machine 

components and materials, mitigating costly accidents and damage. Additionally, having 

a library of tools, clamping devices, and blanks within the simulation environment 

streamlines setup and programming, further enhancing the efficiency and reliability of 

CNC machining operations. 
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2.22.4 Information Flow 

 

Figure 62: Virtual operate 

The virtual machine can be run in Run MyVirtual Machine. A user can run, simulate, and 

analyze the virtual machine within the application. To do this, the user must import the .VCP 

data file from Create MyVirtual Machine. Simulation-related data is generated during 

runtime. This data can be used for analysis and optimization and can also be made 

available for other applications for analysis and optimization.  





https://support.industry.siemens.com/cs/attachments/109817568/AppNote_Run_MyVirtual_Machine_Open_en.pdf
https://support.industry.siemens.com/cs/attachments/109817568/AppNote_Run_MyVirtual_Machine_Open_en.pdf
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2.23.4 Information Flow 

 

Figure 64: DAVE information flow 

Sample operator JSON metadata: 

{ 

"op_name": "op_conn_rdbms", 

"op_pres_name": "RDBMS Connection Operator", 

"op_pres_desc": "Connector for RDBMS databases", 

"op_type": "connector", 

"airflow_op_type": "PythonOperator", 

"visibility": "public", 

"op_params":{ 

    "python_callable_file":"op_conn_rdbms.py", 

    "python_callable_name":"main", 

    "op_kwargs": [{ 

        "name": "driver", 

        "pres_name":"Database Driver", 

        "pres_desc":"Database Driver for the RDBMS database", 

        "type":"enum_string", 

        "accepted_values": ["org.postgresql.Driver", "com.mysql.jdbc.Driver"] 

    }, { 

        "name": "url", 

        "pres_name":"Database URL", 
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        "pres_desc":"URL of the RDBMS database", 

        "type":"string" 

    }, { 

        "name": "port", 

        "pres_name":"Database Port", 

        "pres_desc":"Port of the RDBMS database", 

        "type":"int" 

    }, { 

        "name": "db", 

        "pres_name":"Database Name", 

        "pres_desc":"Name of the RDBMS database", 

        "type":"string" 

    }, { 

        "name": "dbtable", 

        "pres_name":"Database Table Name", 

        "pres_desc":"Name of the RDBMS database table", 

        "type":"string" 

    }, { 

        "name": "user", 

        "pres_name":"Username", 

        "pres_desc":"Username of the account to login to the database", 

        "type":"string" 

    }, { 

        "name": "password", 

        "pres_name":"Password", 

        "pres_desc":"Password of the account to login to the database", 

        "type":"string" 

    }] 

} 

} 

 

Workflow JSON metadata: 

{ 

    "wf_meta": "workflow_name", 

    "wf_meta_pres_name": "Workflow name", 

    "wf_meta_pres_desc": "Name of the workflow given by the user.", 

    "default_args": [{ 

        "name": "owner", 
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        "pres_name": "Workflow owner", 

        "pres_desc": "Owner/creator of the workflow", 

        "type": "string" 

    }, { 

        "name": "start_data", 

        "pres_name": "Start Date", 

        "pres_desc": "Scheduled starting date of the workflow.", 

        "type": "date", 

        "format": "yyyy-MM-dd" 

    }, { 

        "name": "retries", 

        "pres_name": "Retries", 

        "pres_desc": "Number of retries in case of a failed run.", 

        "type": "int", 

        "default": 1 

    }, { 

        "name": "retry_delay_sec", 

        "pres_name": "Retry delay", 

        "pres_desc": "Delay, in seconds, between retries", 

        "type": "int", 

        "default": 300 

    }], 

    "args": [{ 

        "name": "schedule_interval", 

        "pres_name": "Scheduled Interval", 

        "pres_desc": "Interval between the scheduled runs of the workflow", 

        "type": "enum_string", 

        "accepted_values": ["@hourly" ,"@daily", "@weekly"], 

        "default": "@daily" 

    }, { 

        "name": "concurrency", 

        "pres_name": "Concurrency", 

        "pres_desc": "Maximum number of concurrent tasks running in the workflow.", 

        "type": "int", 

        "default": 1 

    }, { 

        "name": "max_active_runs", 

        "pres_name": "Maximum Active Runs", 

        "pres_desc": "Maximum number of active runs of the workflow.", 
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        "type": "int", 

        "default": 1 

    }, { 

        "name": "dagrun_timeout_sec", 

        "pres_name": "Dagrun Timeout", 

        "pres_desc": "Time. in seconds, the workflow can run before being timed out.", 

        "type": "int", 

        "default": 3600 

    }, { 

        "name": "default_view", 

        "pres_name": "Default View", 

        "pres_desc": "Default view of the workflow in the Airflow UI.", 

        "type": "enum_string", 

        "accepted_values": ["LR", "TB", "RL", "BT"], 

        "default": "LR" 

    }] 

} 
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2.23.5 Internal Architecture 

 

Figure 65: DAVE Architecture 

 

2.23.6 API 

The internal API was designed to be used by our frontend and integration with other tools. 

It is not supposed to be used by outside connections. 

Create workflow 

Description 
Creates an empty workflow JSON file, where the operators will 

then be added. 

HTTP Method POST 

Endpoint URL http://host:port/analytics/create_workflow 

Parameters Check Workflow JSON metadata above. 
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Outputs HTTP Response Code: 201 Created 

 

Update workflow 

Description 

Edits the parameters of the chosen workflow, such as the 

starting date of the execution, the frequency of the execution 

and other parameters. 

HTTP Method POST 

Endpoint URL http://host:port/analytics/update_workflow 

Parameters Check Workflow JSON metadata above. 

Outputs HTTP Response Code: 201 Updated 

 

Initialise workflow execution 

Description 

Converts the workflow JSON file, with the added operators, to a 

YAML file, initializes the workflow in Airflow, using the DAG factory 

library, and saves the workflow to an intermediate storage 

database. 

HTTP Method POST 

Endpoint URL http://host:port/analytics/init_workflow 

Parameters Check Workflow JSON metadata above. 

Outputs HTTP Response Code: 201 Initiated -> Airflow UI 

 

Get workflow metadata 

Description 

Gets the JSON metadata for a workflow. This metadata contains 

all the accepted inputs for the fields required for the creation of 

the DAG workflow. 

HTTP Method GET 
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Endpoint URL http://host:port/analytics/get_workflow_metadata 

Parameters N.A. 

Outputs 
HTTP Response Code: 200 OK -> Check Workflow JSON metadata 

above. 

 

Delete workflow 

Description Deletes a workflow from the intermediate storage database. 

HTTP Method POST 

Endpoint URL http://host:port/analytics/delete_workflow 

Parameters Workflow Name 

Outputs HTTP Response Code: 201 Deleted 

 

Add operator 

Description 

Adds an operator to the current workflow according to the input 

parameters. Gets the operator type, all the necessary 

parameters for that operator type and the workflow where the 

operator will be added. 

HTTP Method POST 

Endpoint URL http://host:port/analytics/add_operator 

Parameters 
Workflow name 

Check Sample operator JSON metadata above. 

Outputs HTTP Response Code: 201 Added 

 

Get operators metadata 



https://airflow.apache.org/docs/apache-airflow/stable/stable-rest-api-ref.html
https://airflow.apache.org/docs/apache-airflow/stable/stable-rest-api-ref.html
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The flow shown in Figure 66Figure 66: UML diagram of the process of retrieving data from 

the storage and serving it to the client. describes a particular scenario in which a cleansed 

and preprocessed dataset is available in the data storage. In that case, the DC can retrieve 

the data from the storage, apply the requested filtering rules and format and serve it to 

the client. This scenario has been implemented in the prototype. To facilitate the 

management of big datasets, the data is sent to a repository (FTP or SFTP server) and the 

client receives a notification when the data is available. 

 

 

Figure 66: UML diagram of the process of retrieving data from the storage and serving it to the client. 

 

Obtaining historical data from the source 

The flow shown in Figure 67 illustrates the overall process. Hence, it includes calls to other 

blocks of the RE4DY architecture, such as Data Ingestion and Semantic Transformation. To 

facilitate the management of big datasets, the data can be sent to a repository (such as 

an FTP or SFTP server). In that case, the DC sends a notification to the client when the data 

is available. 
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information and features of an asset. AASs describe the technical functionalities exposed 

by the assets, ensuring interoperability between systems managing manufacturing 

processes. Asset Administration Shells (AAS) are then standardized digital 

representations or digital twins of assets and play a crucial role in the management and 

administration of assets within manufacturing environments. 

 

The digital twin or AAS of a 5G system Is integrated by two main components: the digital 

twin of the 5G UE, which is the endpoint of a 5G link, and the digital twin of the 5G network 

that encompasses all the nodes and functions within the 5G Radio and Core networks. This 

component focuses on the 5G UE digital twin.  

 

Figure 69: Representation of the main components of a 5G Digital Twin or AAS. 

 

2.25.2 Input 

The 5G UE Digital Twin obtains information from the 5G UE. The information obtained shows 

the current status of the 5G UE and about the different 5G connections established by the 

UE. In particular, the 5G UE Digital Twin obtains information about technical capabilities of 

the 5G UE, identification data, network access restrictions, connection status, experienced 

communication performance, and localization information. The 5G UE Digital Twin uses the 

interfaces and exposure functions enabled by the 5G systems to make this data available, 

such as the NEF (Network Exposure Function), and SEAL (Service Enabler Architecture Layer 

for Verticals) servers. 

The 5G UE Digital Twin can also receive input data from other Digital Twins. Specifically, 

the 5G Network Digital Twin can provide information about the status and operation of the 

5G network. Moreover, the Digital Twin of the industrial device to which the UE is related will 

provide input data about the traffic generated by the industrial application and the status 

of the device.  

2.25.3 Output 

The 5G UE Digital Twin exposes and simplifies access to 5G UE data, allowing for easier 

management and utilization of the 5G technology within manufacturing systems. The 5G 
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UE Digital Twin structures and organizes the data obtained from the 5G UE and makes it 

accessible following a standardized approach that facilitates its seamless integration with 

the digital twin of manufacturing systems. 

2.25.4 Information Flow 

2.25.4.1 QoS established for a PDU Session 

When a new connection or PDU Session is established by a UE in a 5G network, the UE 

informs the 5G network about the communication requirements of the traffic generated by 

the industrial application. Based on these communication requirements, the 5G network 

decides the QoS parameters associated to the PDU session executing several QoS 

parameters mapping functions at different nodes of the 5G network. The main purpose of 

these mapping functions is the conversion of QoS parameters from one format to another. 

This process is depicted in Figure 70 and described below: 

1. The application requirements are communicated and stored in the AF (Application 

Function) using a session description language (SDI), e.g. Session Description Protocol 

(SDP) or Media Presentation Description (MPD).  

2. The AF maps the application specific information into the appropriate QoS format to be 

understood by the 5G network.  

3. The PCF (Policy Control Function) is in charge of mapping the service information 

received from the AF into QoS parameters (e.g. Guaranteed Bit Rate, Maximum Bit Rate, 

Allocation and Retention Priority, etc.) authorized to the UE based on the UE 

subscription. The PCF combines per direction the individual Authorized QoS 

parameters per flow.  

4. The SMF (Session Management Function) then maps the Authorized QoS parameters 

received from the PCF to Authorized Access-specific QoS parameters, that is for each 

QoS flow. The Authorized Access-specific QoS parameters are communicated to the 

UE.  

As shown in Figure 70, the UE has information about the QoS parameters related to each 

connection established. The 5G UE AAS accesses the information about the established 

connections and stores the QoS parameters related to each connection. The 5G Network 

Digital Twin will also model the mapping functions executed at each node of the 5G core 

network. If this is the case, the 5G UE AAS will interact with the 5G Network Digital Twin to 

model the QoS mapping process in the digital world.  
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This PDU session modification procedure can also be modelled in the digital twin of the 5G 

network. Before to take an action, it could be interesting to know if the network will be 

capable to support the new requested QoS. In this case, the digital twin of the 5G capable 

device will interact with the 5G UE Digital Twin. Upon receiving the request, the 5G UE Digital 

Twin will process the request and will send a PDU session modification request to the 5G 

Network Digital Twin which model all the session and QoS management functions. The 5G 

Network Digital Twin will evaluate the request and will decide if the QoS requested can be 

allocated. The 5G Network Digital Twin will inform the 5G UE Digital Twin about their 

decision. By modelling this procedure in the digital world, it is possible to evaluate the 

results and consequences of the request before taking an action in the physical word.  

 

2.25.5 Internal Architecture 

The information and functions within the 5G UE Digital Twin are organized in different 

submodels. Submodels are technically isolated from each other. Each submodel 

comprises submodel elements, which serve as the components suitable for describing 

and distinguishing assets. These submodel elements can be properties, operations, and 

collections, enabling a hierarchical structure for asset differentiation.  

The defined 5G UE Digital Twin relies on a comprehensive understanding of 5G networks, 

their operation and functions, and 3GPP standards. In addition, the definition of the 5G UE 

Digital Twin or AAS is done based on the specifications defined by Platform Industry 4.0 for 

the definition of AASs, and the indications provided by 5G-ACIA. Figure 72 shows the defined 

5G UE Digital Twin and the different submodels at which the information is organized. The 

submodels included in the 5G UE Digital Twin are next presented. Some of these 

submodels are default submodels that all AASs need to include based on the 

specifications of Platform Industry 4.0. Other submodels have been defined to include the 

relevant information, data and functions of a 5G UE.  

 




































































































